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(57) ABSTRACT 

An apparatus and method thereof for communicating a 
scramble key (for descrambling scrambled digital signals) 
and service information (used in an electronic programming 
guide) to an intelligent transceiver (e.g., a set-top box) using 
a bi-directional digital broadcast system. The intelligent 
transceiver includes an in-band tuner adapted to receive 
from the digital broadcast system in-band digital signals 
comprising audio content and video content. The intelligent 
transceiver also includes a second tuner adapted to send and 
receive a scramble key over the Worldwide Web via a cable 
modem. In one embodiment, the in-band digital signals 
received by the in-band tuner also contain service informa- 
tion. In another embodiment, the digital signals received by 
the second tuner via the cable modem also contain service 
information. Hius, the scramble key is sent over the World 
Wide Web and is received by the intelligent transceiver 
using a cable modem. The service information is sent either 
with the in-band signal or over the World Wide Web, and is 
received via the in-band tuner or the cable modem, respec- 
tively. Therefore, the broadcast system does not need to use 
out-of-band signals. Accordingly, the intelligent transceiver 
does not require an out-of-band tuner and demodulator to 
receive the scramble key and service information, and so 
these devices can be omitted from the intelligent transceiver, 
thereby simplifying the transceiver and reducing costs. 

22 Claims, 11 Drawing Sheets 
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INTERNET SET-TOP BOX HAVING AN IN- Within the upstream range, the range of frequencies from 

BAND TUNER AND CABLE MODEM approximately 5-26 MHz are known as "out-of-band (OOB) 

upstream," and the range of signals from approximately 

BACKGROUND OF THE INVENTION 26-42 MHz are known as "cable modem upstream." Within 

1 IT- 1^ p u I ' 5 the downstream range, the range of frequencies from 
L Field of the Invention , ^ , . approximately 70-130 MHz are known as "out-of-band 
The present invention relates to the field of mteUigent downstream " 

transceivers such as set-top boxes, in particular ^ ... * 

bi-directional set-top boxes. More specifically, the present ^l?,?^ upstream range is iKed by the set-lop box to 

invention pertains to a modular set-top box architecture in s*"'* ^'^S. informaUon, for example to the broadcast 

which the devices needed for bi-directional communication '° fystem operator orMSO TTie cable modem upstream range 

are substantially located in a single fimctional block. ^'"'"P .''^'^ commumcating with the World 

2 Back round Art ' sending e-mail, and the like. The in-band 

, , . . , , ,. , , ,. V , downsu-eam range is used by the set-top box for receiving 

Digital broadcast systems mclude direc broadcast digital ^^^^ ^^^^ ^^^^^^ ^ downstream range is 

satellite systems, interactive World Wide Web access „ information 

systems, and digital cable systems. Digital broadcastag ^ electronic programming guide information, EPG) and 

provides a number of advantages to subscribers such as ^^^.^j ^^^^^j^ y. ^ ^ ^ j,^^ 

vanety and flexibihty of programming, useful and compre- j^^^^^le a scrambled broadcast digital signal. An EPG 

hensive support services (such as detajed electromc pro- .^^^ information such as the names of 

grammmg guides), and superior audio and video quality, nn _! *u *• j u i • * j u 

* , / . 1^ . . . , . ^ J 20 programs, the time and channel associated with each 

Subscribers recede broadcast digital signals via set-top ^^^^^^^ ^^^j^^ ^.^ information regard- 

boxes or other similar consumer electronic equipment • Tu Ju- *^ f^u „ * „ j *l 

. ii • 1 t .1 , , ing the subject matter oi the program, actors names, and the 

(generally, a transceiver ) located in the subscnber s home. . r-nV^ n • * j » ui -^u u i 

;^ . / . / . . . . like. An EPG generally IS formatted as a table, with channels 

In an mtelhgent set-tqp box mfonnation and mstrucAions ^ ^ ^j^^ ^ 

associated with receiving and processmg digital broadcast *t. r • * r *i. *• j 

^ i- f . . , , 25 the name of the program at the mtersection of the tmie and 

signals are stored m a memory unit of the set-top box and channel 

executed by a processor. With a bi-directional set-top box, in „ , , . . . . 

addition to receiving broadcast signals, a subscriber can Current broadcast systems typically need to support both 

transmit messages to the digital broadcast system operator "^^'^^ television, and so the m-band downstream 

(also referred to as a Multiple System Operator, MSO). "^^^ f""^^ "'^J'^ and digital audio and 

J. . ..J. , u u 1 * video (AAO content. However, the bandwidth of the m-band 

Usmg a bi-directional set-top box, a subscnber can select , \ ^ . , ' ^ ^ 

r . «• 1 i_ a- u downstream range IS too narrow to accommodate the service 

a premium service offered by the MSO, such as a pay-per- . - J' i • jj-.- . i j 

J . , 1 II information and scramble key m addition to the analog and 

view event or movie, and the subscriber s selection as well <• i * /ir * * a /a/^t» j * 

• r .-11- , -^^j* digitalAA^content. As a result, the OOB downstream range 

as information needed for billing purposes are transmitted to • *u - - I *• j ui i 

*u Ti*o/-i T - 1 * t( ^ IS used to carry the service mformation and scramble key. 

the MSO. In a common implementation, a smart card 35 , . . 

stores the informaUon needed for billing, and on a periodic ^rt FIG. 2 is a block diagram showing the archi- 

basis (perhaps once per month) an automatic connection is ^^^^^^ ^ ^VP^^^^ broadcast system 200. A/V content for 

made between the transceiver and the MSO so that the broadcast system 200 is provided by AA^ content provider 

bilUng information can be transmitted to the MSO. To 230, The AA^ content is provided m the in-band dovrastream 

prevent unauthorized use, MSOs typically broadcast a 40 "^^^ ^ °^^y ^^'^^P ^'^^^^ broadcast system 200 

scrambled signal. The signal is descrambled in the trans- (^ g- ^^'^^P ^^^^^ 250a, 250fc, 250c, 250rf and 250e). 

ceiver using a "scramble key" provided by the MSO. Depending on the type of system, broadcast system 200 may 

Aset-top box performs a number of functions associated ^ t^nM broadcast (e.g., a wireless broadcast) or 

with processing a broadcast digital signal. In a typical prior ^ terrestnal line (e.g., cable). 

art embodiment, the digital signal received by the set-top 45 ^^^^ provides the service information and 

box is scrambled, and the signal is descrambled by the scramble key for broadcast system 200, although there may 

set-top box before further processing occurs. The ^ different source for this information in other imple- 

descrambled signal is then encrypted within the set-top box mentations. The service information and scramble key are 

in order to prevent unauthorized duplication and use forwarded to out-of-band modulator 220 and then broadcast 

("pirating'O of the descrambled signal. Once the encrypted 50 ^ downstream range to set-top boxes 250a, 2506, 

signal is at a more secure location within the set-top box, it 250c, 250i and 250e. 

is decrypted for further processing. The digital signal is Set-top boxes 250fl, 250i>, 250c, 250rf and 250e may also 

typically in a compressed data format such as MPEG be communicatively coupled to the Internet via Internet 

(Moving Picture Experts Group) for video signals and/or router 240. Communicadon with the Internet typically uses 

Dolby AC3 for audio signals, and so the decrypted signal is 55 Internet Protocol (IP). 

decoded (uncompressed) by the set-top box. After decoding. Prior Art FIG. 3 is a block diagram illustrating an exem- 

the audio content and video content contained in the digital plary embodiment of an intelligent transceiver (e.g., set-top 

signal are processed so that it can be viewed and/or Hstened box 250a) used in broadcast system 200 of FIG. 2. Central 

to by the subscriber using, for example, a television set. processing unit (CPU) 330 contains a processor and memory 

Prior Art FIG. 1 is an illustration of the various frequen- 60 (not shown) for processing information and instructions 

cies associated with different types of broadcast signals. The used by set-top box 250a. 

frequencies in the range of approximately 5-42 MHz are With reference to FIG. 2 and FIG. 3, set-top box 250a 

known as "upstream" signals, and the frequencies in the includes an in-band tuner 305 for receiving the in-band 

range of approximately 54-860 MHz are known as "down- downstream signals from ATV content provider 230. In-band 

stream" signals. From the perspective of a set- top box, an 65 tuner 305 typically receives fixed frequency broadcast chan- 

upstream signal is transmitted and a downstream signal is nels. The in-band downstream signal is demodulated by 

received. demodulator 310, then forwarded to A/V decoder 315 for 
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decoding, as described above. From A/V decoder 315, the tuner adapted to receive from the digital broadcast system 

decoded signal is sent to a graphics block (not shown) for in-band digital signals comprising audio content and video 

processing so that it can be displayed and/or listened to. content. The intelligent transceiver also includes a second 

Continuing with reference to FIG. 2 and FIG. 3, set-top tuner adapted to receive a scramble key over the World Wide 

box 250£i also includes an out-of-band tuner 320 for receiv- 5 Web via a cable modem. 

ing the out-of-band downstream signal containing the In one embodiment, the in-band digital signals received 

scramble key and service information (SI). The out-of-band by the in-band tuner also contain service information 

downstream signal is demodulated by modulator/ (including electronic programming guide information). In 

demodulator 325, The scramble key can be applied to the another embodiment, the digital signals received by the 

in-band downstream signal to descramble that signal and 1° second tuner via the cable modem also contain service 

retrieve the AA^ content (when the in-band downstream information (including electronic programming guide 

signal is scrambled, e.g., for a pay-per-view movie or event). information). Thus, the scramble key is sent over the World 

The service information (if compressed) is decoded by AA^ Wide Web and is received by the intelligent transceiver 

decoder 315, then sent to a graphics block for processing so using a cable modem. The service information (including 

that the electronic programming guide can be displayed. 15 electronic programming guide information) is sent either 

Messages from set-top box 250fl, such as a selection of a with the in-band signal or over the World Wide Web and is 

pay-per-view movie or event and the associated biUing received via the in-band tuner or the cable modem, respec- 

information, is modulated using modulator/demodulator 325 tively. 

and sent to the MSO in the out-of-band upstream range. one embodiment, the digital signals sent over the World 

Set-top box 250fl further includes cable modem 340 to ^° Wide Web are communicated using Intemet Protocol, 
receive the IP data signals (e.g., data packets) retrieved from Iq another embodiment, an authentication signal is sent 
the Internet and also to send IP data signals to the Internet, via the cable modem to indicate that a valid intelligent 
including electronic mail. Cable modem 340 typically can transceiver authorized to receive the scramble key is con- 
also receive in-band signals for non-broadcast information nected to the digital broadcast system. 
t^MSO?^^' frequency broadcast channels controUed by ^ ^^^^^^^ embodiment, billing information 
'• (pertaining to a subscriber's use of a premium service such 
A disadvantage of broadcast system 200 is that it requires as a pay-per-view movie or event, for example) is sent via 
the use of in-band signals, out-of-band signals, and IP the cable modem to the digital broadcast system operator, 
signals in order to send AA' content, service information, a jde cable modem can also be used for Intemet access and 
scramble key, electronic mail, etc. Accordingly, it is neces- to send and receive electronic mail 
sary for a set-top box (e.g., set-top box 250) to include an i^erefore, in accordance with the present invention, it is 
m-band tuner 305, an out-of-band tuner 320, and a cable necessary for the broadcast system to use out-of-band 
modem 340 As a result, addxuonal complexity IS introduced ^j^^^ ^^ ^^.^ information and a scramble key. 
into broadcast system 200 and set-top box 250 35 Consequently, the intelligent transceiver does not require an 
Consequently, manufacturers of set-top box^ face increased „„tK)f-band tuner and demodulator to receive the service 
development and fabncation coste, and MSOs face higher ir^otmMion and scramble key, and so these devices can be 
costs associated with rumimg and maintainmg a broadcast ^^^^ intelligent transceiver. As a result, broad- 
system, -niese costs are reflected m the pnces charged to ^ ^^ simpUfied, thereby reducing costs. In 
consumers. Clearly, for the benefit of ttieman^^ 40 addition, the manufacture of the intelUgent transceiver is 
the MSO as well as the consumer, it is desirable to mimmize fe^iUtated and the cost of the intelligent transceiver can be 
"'s's- reduced. 

SUMMARY OF THE I^fVENnON g^jEp DESCRIPTION OF THE DRAWINGS 

Accordingly, what is needed is an apparatus and/or 45 accompanying drawings, which are incorporated in 

method that can reduce the costs of a set-top box and a and form a part of this spedflcation, illustrate embodiments 

broadcast system, m particular ^th regard to supportmg the „f ^ j ther with the description, serve to 

r. ^n^. \ T"^" explain the principles of the invention: 

Protocol (IP) data packets. What is also needed is an nm^n a ciV^ 1 • n . t .u c 

apparatus and/or method that can address the above need 50 ^^?°'l'^T ^f°- ^ f.^ 'U^on of the frequencies 

and that can continue to provide the audio/video content, ^"^"J"'!;^"' ^"^"^ ^^^^ of broadcast signals used in 

service information, scramble key, and Intemet access cur- ^ ^^^^ ^ 

rendy provided by the in-band signals, out-of-band signals PRIOR ART FIG. 2 is a block diagram of an exemplary 

and Intemet Protocol data packets. P^^^ art broadcast system. 

The present invention includes an apparatus and method 55 FTC 3 is a block diagram of an exemplary 

thereof that satisfy the above needs. These and other advan- mteUigent transceiver (e.g., a set-top box) that can be used 

tages of the present invention not spedficaUy mentioned ^^^i^^ broadcast signals from the broadcast system of 

above will become clear within discussions of the present ^* 

invention presented herein. FIG. 4 is a block diagram of an exemplary digital broad- 

The present invenUon pertains to an apparatus and method 60 system in accordance with one embodiment of the 

thereof for communicating a scramble key (for descrambling present invention . 

scrambled digital signals) and service information (such as FIG. 5A is a block diagram of one embodiment of an 

that used in an electronic programming guide) to an intel- intelUgent transceiver upon which embodiments of the 

ligent transceiver (e.g., a set-top box) using a bi-directional present invention may be practiced, 

digital broadcasting system (e.g., satellite systems, interac- 65 FIG. 5B is a block diagram of another embodiment of an 

live World Wide Web access systems, and digital cable intelligent bi-directional transceiver upon which embodi- 

systems). The intelligent transceiver includes an in-band ments of the present invention may be practiced. 
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FIG. 6 is a block diagram of one embodiment of an invention may be utilized with other intelligent transceivers, 

intelligent bi-directional transceiver in accordance with the such as computer systems. 

present invention. AudioA^ideo (AAO content for broadcast system 400 is 

FIG. 7 is a block diagram providing further details of the provided by AA^ content provider 430 (e.g., a broadcast 

embodiments of the intelligent transceiver of FIGS. 5 A and ^ system operator or Multiple System Operator, MSG). In 

5B in accordance with the present invention. various embodiments, AA^ content provider 430 may utilize 

FIG. 8 is a flowchart of the steps in a process for a terrestrial broadcast (e.g., a wireless broadcast), a terres- 

transmitting and receiving digital signals using an intelligent trial line (e.g., cable), a satellite broadcast, or an Internet 

bi-directional transceiver in accordance with one embodi- connection over the World Wide Web (not shown). The AA^ 

ment of the present invention. content is provided in the in-band downstream range to the 

set-top boxes in broadcast system 400 (e.g., set-top boxes 

DETAILED DESCRIPTIGN OF THE 450a, 450b, 450c, 4S0d and 450e). 

IhfVENnON In the present embodiment, set-top boxes 450a, 450b, 

In the following detailed description of the present 450c, 450d and 450e are communicatively coupled to the 

invention, numerous specific details are set forth in order to ^ Internet via Internet router 440. In various embodiments, the 

provide a thorough understanding of the present invention. connection to the Internet may be a wireless connection, a 

However, it will be recognized by one skilled in the art that connection over a telephone line, a connection over a cable, 

the present invention may be practiced without these specific or the like. In one embodiment, communication with the 

details or with equivalents thereof. In other instances, well Internet uses Internet Protocol (IP), 

known methods, procedures, components, and circuits have In the present embodiment, electronic programming guide 

not been described in detail as not to unnecessarily obscure (EPG) server 410 provides the service information 

aspects of the present invention. (including information to generate an EPG as well as EPG 

Some portions of the detailed descriptions which follow updates) for broadcast system 400. In one embodiment, the 

are presented in terms of procedures, logic blocks, 25 service information and updates are sent over the World 

processing, and other symbolic representations of operations Wide Web (e.g., the Internet) to set-top boxes 450fl, 4S0b, 

on data bits within an intelhgent electronic media device. 450c, 4S0d and 4S0e via Internet router 440. In this 

These descriptions and representations are the means used embodiment, the service information is communicated using 

by those skilled in the data processing arts to most effec- IP data packets. In another embodiment, the service infor- 

lively convey the substance of their work to others skilled in 3^ mation and updates are provided by AA^ content provider 

the art. A procedure, logic block, process, etc., is herein, and 430 using the in-band downstream signal. Accordingly, one 

generally, conceived to be a self -consistent sequence of steps portion of the in-band downstream frequency range is used 

or instructions leading to a desired result. The steps are those for service information, and another portion is used for AA^ 

requiring physical manipulations of physical quantities. content. For example, frequencies above approximately 600 

Usually, though not necessarily, these physical manipula- 35 MHz can be used for service information, and frequencies, 

tions take the form of electrical or magnetic signals capable below approximately 600 MHz can be used for AA^ content, 

of being stored, transferred, combined, compared, and oth- Fiu-thermore, for each subscriber, a particular frequency can 

erwise manipulated in a consumer electronic media device. be specified and used to provide personalized service infor- 

For reasons of convenience, and with reference to common mation. 

usage, these signals are referred to as bits, values, elements, in the present embodiment, the scramble key (e.g., for 

symbols, characters, terms, numbers, or the Uke with refer- descrambling a scrambled broadcast digital signal) is pro- 

ence to the present invention. vided by Subscriber Management System (SMS) server 460. 

It should be borne in mind, however, that all of these In accordance with the present invention, the scramble key 
terms are to be interpreted as referencing physical manipu- is sent over the World Wide Web (e.g., the Internet) to 
lations and quantities and are merely convenient labels and 45 set-top boxes 450a, 450fc>, 450c, 450d and 450e via Internet 
are to be interpreted further in view of terms commonly used router 440. In one embodiment, the scramble key is corn- 
in the art. Unless specifically stated otherwise as apparent municated using IP data packets. In another embodiment, the 
from the following discussions, it is understood that scramble key as well as the service information are provided 
throughout discussions of the present invention, discussions by a single server computer system via the Internet, 
utilizing terms such as "receiving" or "sending** or "com- 50 Thus, in accordance with one embodiment of the present 
municating" or the like, refer to the actkin and processes invention, the scramble key is sent from broadcast system 
(e.g., process 800 of FIG. 8) of an electronic device such as 400 to set-top boxes 450^, 450b, 450c, 450d and 4S0e over 
a microcontroller or similar electronic computing device the Intemet (World Wide Web) using IP data packets. In one 
(e.g., dedicated or embedded computer system) that manipu- embodiment, the service information and updates are also 
lates and transforms data. The data are represented as 55 sent over the Intemet using IP data packets. In another 
physical (electronic) quantities within the electronic embodiment, the service information and updates are sent 
device's registers and memories and is transformed into using in-band downstream digital signals. AA^ content is 
other data similarly represented as physical quantities within also sent using in-band downstream digital signals, 
the electronic device memories or registers or other such Therefore, the present invention eliminates the need to use 
information storage, transmission, or display screens. 50 out-of-band signals to send service information and the 

FIG. 4 is a block diagram providing an overview of scramble key from broadcast system 400 to set-top boxes 

bi-directional digital broadcast system 400 in accordance 450fl, 4S0b, 450c, 4S0d and 450e. By eliminating the need 

with one embodiment of the present invention. Broadcast to use the out-of-band signal for the service information and 

system 400 includes a pluraUty of intelligent transceivers; in scramble key, the complexity of a broadcast system archi- 

the present embodiment, the intelligent transceivers are 65 tecture can be reduced in accordance with the present 

set-top boxes (e.g., set-top boxes 450a, 450fc, 450c, 4S0d invention, reducing associated costs for the MSO and ulti- 

and 4S0e). However, it is appreciated that the present mately for the consumer. As will be seen, set-top box designs 
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can also be simplified by removing the out-of-band tuner, approximately 600 MHz can be used for AA^ content, 

further reducing consumer costs by reducing development Furthermore, for each subscriber, a particular frequency can 

and manufacturing costs for the set-top box manufacturer. be specified and used to provide personalized service infor- 

FIG. 5A is a block diagram of one embodiment of an mation, 
intelligent bi-directional transceiver 450 (e.g., a set-top box) 5 la one embodiment, an authentication signal is sent from 

upon which embodiments of the present invention may be front-end block 510 (specifically, via the cable modem) to 

practiced. In the present embodiment, transceiver 450 the MSG to indicate that a valid set- top box is connected to 

includes front-end block 510 coupled to bus 505, conditional broadcast system 400. That is, the authentication signal is 

access block 530 coupled to front-end block 510 and bus used to indicate that intelligent transceiver 450 is the correct 

505, audio/video (AAO decode block 540 coupled to con- and authorized recipient of the scramble key, thereby dis- 

ditional access block 530 and bus 505, graphics block 550 couraging theft of the scramble key at the cable modem 

coupled to AA^ decode block 540 and bus 505, and central outlet. 

processing unit 560 coupled to bus 505. In an alternate embodiment, transceiver 450 receives 
Conditional access block 530, also referred to as a point service information via the in-band transmission using the 
of deployment (POD) or an interface card, is adapted to in-band tuner, instead of over the World Wide Web using the 
receive smart card 525. Bus 505 is an internal address/data cable modem and the second tuner, 
bus for conmiunicating digital information between the In one embodiment, front-end block 510 also includes a 
functional blocks of transceiver 450. In one embodiment, device (e.g., a modem) that allows a telephone or digital 
bus 505 is a high bandwidth bus, for example a Peripheral subscriber line (DSL) coimection to be made to the World 
Component Interconnect (PCI) bus, capable of conmiuni- ^° Wide Web so that bi-directional communications, including 
eating AA^ data between the modularized blocks 510, 530, e-mail, can occur over the Internet. 
540, 550 and 560. Thus, in accordance with the present invention, the ser- 
Transceiver 450 receives digital broadcast signal 570 vice information and the scramble key are not received by 
from a digital broadcast system (e.g., broadcast system 400 ^ transceiver 450 from broadcast system 400 (FIG. 4) in an 
of FIG. 4). As a bi-directional set-top box, in addition to out-of-band signal, and thus the out-of-band signal is not 
receiving digital broadcast signal 570, transceiver 450 can necessary. Instead, the scramble key is received by trans- 
transmit messages to the digital broadcast system operator ceiver 450 from broadcast system 400 over the Internet 
(e.g., an MSG). For example, when a subscriber selects a (World Wide Web). In one embodiment, the service infor- 
premium service offered by the MSG, such as a pay-per- mation is also received by transceiver 450 from broadcast 
view event or movie, the subscriber's selection and any system 400 over the Intemet. In another embodiment, the 
billing information can be transmitted to the MSG. Trans- service information is received by transceiver 450 in an 
ceiver 450 can also be used for Intemet communications, in-band downstream digital signal sent from broadcast sys- 
electronic mail ("e-mail"), and the like. tem 400. AA^ content is also received in aji in-band down- 
With reference still to FIG, 5A, digital broadcast signal 35 stream digital signal. By eliminating the out-of-band signal, 
570 is a media signal comprising audio and video content. set-top box design can be simplified by omitting the out-of- 
Digital broadcast signal 570 can be delivered to transceiver band tuner, thereby reducing consumer costs as well as 
450 using any of the various mechanisms currently in use or development and manufacturing costs for the set-top box 
envisioned, such as a terrestrial line (e.g., a cable system), manufacturer. 

the World Wide Web (e.g., a connection to the Intemet), or ^ Continuing with reference to FIG. 5A, in the present 

a wireless transmission (e.g., a satellite broadcast). In accor- embodiment, central processing, unit 560 contains a proces- 

dance with the present invention, a number of different sor (not shown) for processing information and instructions, 

digital broadcast signal formats in use or envisioned can be Central processing unit 560 also may contain random access 

used, such as the Advanced Television Systems Committee memory, read only memory, one or more caches, a flash 

(ATSC) digital television format. memory and the like (not shown) for storing information and 

In the present embodiment of the present invention, instructions, 

front-end block 510 contains an in-band tuner (not shown) Smart card 525 stores information needed by a cable 

for receiving an in-band transmission from the digital broad- system operator or digital broadcast system operator (e.g,, 

castsystem(e.g.,broadcastsystem400of FIG. 4), Front-end an MSG) to bill a subscriber for services used by the 
block 510 also includes a second tuner (e.g., a Multiple 50 subscriber (for example, the viewing of a pay-per-view 

Cable Network System Forward Application 1\iner, not movie or event). Typically, smart card 525 also implements 

shown) coupled to a cable modem or similar device (not the scramble key provided by the MSG that is used to 

shown) for sending and receiving information to and from descramble digital broadcast signal 570 (if the signal is 

the World Wide Web, for sending and receiving e-mail, and scrambled). In the present embodiment, smart card 525 is 
for exchanging information with the digital broadcast sys- 55 inserted into conditional access block 530; however, it is 

tem. Additional information is provided in conjunction with appreciated that in other embodiments smart card 525 may 

FIG, 6 and FIG. 7. be coupled in a different manner to transceiver 450 (for 

With reference still to FIG. 5A, transceiver 450 receives example, it may be inserted into either front-end block 510 

AA^ content via the in-band transmission using the in-band or AA^ decode block 540). Using the scramble key from 
tuner. In accordance with the present embodiment of the 60 smart card 525, conditional access block 530 descrambles 

present invention, transceiver 450 receives service informa- digital broadcast signal 570. 

tioo and the scramble key via the World Wide Web (e.g., the Because digital broadcast signal 570 has been 
Internet) using the second tuner. Accordingly, one portion of dcscrambled, the signal must be encrypted in order to 
the in-band downstream range is used for service prevent its unauthorized use and duplication. In the present 
information, and another portion is used for AA^ content. For 65 embodiment, conditional access block 530 contains an 
example, frequencies above approximately 600 MHz can be encryption engine (not shown) that encrypts digital broad- 
used for service information, and frequencies below cast signal 570. In one embodiment, the encryption engine 
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uses a well-known DES ECB (Data Encryption Standard 
Electronic Code Book) encryption routine and a key length 
of 56 bits. However, it is appreciated that other well-known 
and commercially, available encryption routines and differ- 
ent key lengths may be used in accordance with the present 
invention. 

In the present embodiment, AA^ decode block 540 
includes a decryption engine (not shown) for decrypting an 
encrypted digital broadcast signal 570. However, it is appre- 
ciated that the decryption engine may be incorporated else- 
where in transceiver 450, downstream of the encryption 
engine. The output of the decryption engine is a decrypted 
digital signal that is "in the clear." The signal in the clear is 
decoded by AA^ decode block 540. 

In the present embodiment, AA^ decode block 540 
decodes the video content and the audio content of digital 
broadcast signal 570 using an MPEG (Moving Pictures 
Experts Group) video decoder and an AC3 (Digital Dolby) 
audio decoder; however, it is appreciated that other video or 
audio decoders can be used in accordance with the present 
invention. In addition, in one embodiment, A/V decode 
block 540 is capable of handling video and audio analog 
signals. 

The inputs to graphics block 550 are the decoded video 
and audio digital signals from AA^ decode block 540. In one 
embodiment, graphics block 550 also receives external 
audio and video analog inputs. Graphics block 550 pro- 
cesses the audio and video information and provides the 
output to, for example, a television set or a computer system 
(not shown) where it can be viewed and listened to. 

FIG. 5B is a block diagram of another embodiment of 
transceiver 450 upon which embodiments of the present 
invention may be practiced. In this embodiment, point of 
deployment (POD) 520 is separate from conditional access 
block 530, and smart card 525 is plugged into POD 520 
instead of conditional access block 530. Smart card 525 
implements the scramble key for descrambling digital 
broadcast signal 570, and this key is used by POD 520 to 
descramble digital broadcast signal 570. POD 520 also 
encrypts digital broadcast signal 570 using an encryption 
engine (not shown). Although POD 520 is separate from 
conditional access block 330 in this embodiment, condi- 
tional access block 530 can still exist in transceiver 450, 

FIG. 6 is a block diagram of one embodiment of an 45 
intelligent bi-directional transceiver (specifically, front-end 
block 510) in accordance with the present invention. Central 
processing unit (CPU) 560 contains a processor and memory 
(not shown) for processing information and instructions 
used by transceiver 450 (HGS. 5A and 5B). 

Wth reference to FIG. 4 and FIG. 6, in the present 
embodiment, front-end block 510 includes an in-band tuner 
605 for receiving the in-band downstream signals from AA^ 
content provider 430. The in-band downstream signal is 
demodulated by demodulator 610, then forwarded to AA^ 55 
decode block 540 for decoding. From AA" decode block 
540, the decoded signal is sent to a graphics block (e.g., 
graphics block 550 of FIGS. 5A and 5B) for processing so 
that it can be displayed and/or listened to. 

Continuing with reference to FIG. 4 and FIG. 6, in the 60 
present embodiment, front-end block 510 also includes 
cable modem 640 and a second tuner 650 (e.g., a Multiple 
Cable Network System Forward Apphcation Tuner) for 
sending and receiving information to and from the World 
Wide Web, for sending and receiving e-mail, and for 65 
exchanging information with the digital broadcast system 
(e.g., service information to generate and update an EPG, 
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billing information pertaining to premium services such as 
pay-per-view movies and events, etc.). 

In accordance with the present embodiment of the present 
invention, transceiver 450 receives AfV content via the 
in-band signals using in-band timer 605, and service infor- 
mation and the scramble key via the World Wide Web (e.g., 
the Internet) iising cable modem 640 and second tuner 650. 
In one embodiment, transceiver 450 receives service infor- 
mation via the in-band signals using in-band tuner 605, 
instead of over the World Wide Web. 

The scramble key can be appUed to the in-band down- 
stream signal containing the A/V content to descramble that 
signal and retrieve the AA^ content (when the in-band 
downstream signal is scrambled, such as for a pay-per-view 
movie or event). The service information (if compressed) is 
decoded by AA decode block 540, then sent to graphics 
block 550 (FIGS. 5A and 5B) for processing so that the 
electronic programming guide can be displayed using a 
television or computer system, for example. Messages from 
transceiver 450, such as a selection of a pay-per-view movie 
or event and the associated biUing information, are sent to 
the MSO via cable modem 640. 

In one embodiment, an authentication signal is sent from 
cable modem 640 to the MSO to indicate that a valid set-top 
box is connected to broadcast system 400 (FIG. 4). That is, 
the authentication signal is used to indicate that intelligent 
transceiver 450 (FIGS. 5A and 5B) is the correct and 
authorized recipient of the scramble key, thereby discour- 
aging theft of the scramble key at the outlet of cable modem 
640. 

FIG. 7 is a block diagram of an intelligent transceiver 450 
(e.g., a bi-directional set- top box) showing additional details 
of the embodiments illustrated by FIGS. 5 A and 5B. Table 
1 is a list of the various elements and acronyms contained in 
FIG. 7. 

TABLE 1 

Elements and Acronyms of Intelligent TVansceivei Embodied in FIG. 7 



AVDAC Audio \^deo Digital-to- Analog Converter 

BTSC Broadcast Television Systems Committee 

D-Cache Data Cacbe 

DAVrC Digital Audio Video Council 

DOCSIS Data Over Cable Service Interface Specification 

DSM D^)lcxcr, Splitter Module 

DSP Digital Signal Processor 

DVD Digital Video Disk 

FAT Forward Application lUncr 

FPU Floating Point Unit 

I/F Interface 

IDCT Inverse Discrete Cosine Transform 

Inst Cache Instruction Cache 

Int. Cont. Intermpt Controller 

MAC Media Access Control 

MC Motion Compensation 

MCNS Multiple C^ble Network System 

MIDI Musical Instrument Digital Interface 

MP@ ML Main Profile at Main Level 

PCI Peripheral Component Interconnect 

PCM Pulse Coded Modulation 

PLL Phase Locked Loop 

BTC Real Time Clock 

SLIC Serial Line Internet Connection 

UART Universal Asynchronous Receiver-TYansmitter 

VBI Virtical Blanking Interval 

VIF/SIF V^deo Intermediate Frequency/Sound Intermediate 
Frequency 



With reference to FIG. 7, in the present embodiment, 
front-end block 510 receives a scrambled digital broadcast 
signal (e.g., digital broadcast signal 570). Front-end block 
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510 includes in-band tuner 605, and cable modem 640 and 
second tuner 650. In-band tuner 605 is utilized for receiving 
in-band digital signals containing AA^ content In accor- 
dance with the present invention, cable modem 640 and 
second tuner 650 are utilized for receiving the scramble key 5 
from the Internet. In one embodiment, cable modem 640 and 
second tuner 650 also are used to receive service informa- 
tion (EPG information) via the Internet. In another 
embodiment, the service information is instead received by 
in-band tuner 605. 

Smart card 525 implements the scramble key that is used 
to descramble a scrambled digital broadcast signal. It is 
appreciated that FIG. 7 shows, in a combined form, both of 
the embodiments illustrated by FIGS. 5Aand 5B. In the case 
of the embodiment illustrated by FIG. 5A, smart card 525 is 
inserted into interface card 530, and interface card 530 
descrambles and encrypts the digital broadcast signal. In the 
case of the embodiment illustrated by FIG. 5B, smart card 
525 is plugged into POD 520. In this latter embodiment, the 
descrambling and encrypting functions are performed in 
POD 520, and so these fiinctions are bypassed in interface 
card 530. 

With reference to FIG. 7, the encrypted digital signal is 
delivered to A/V decode block 540 via conditional access 
block 530. In the present embodiment of the present ^ 
invention, a decryption engine (not shown) is integrated into 
demultiplexer ("dcmux") 710. The decryption engine 
decrypts an encrypted signal (e.g., digital broadcast signal 
570) received by AA^ decode block 540 via conditional 
access block 530. 

Continuing with reference to FIG. 7, in the present 
embodiment, AA^ decode block 540 includes an MPEG 
decoder (e.g., MP@ML DEC block 711) and an audio 
decoder (e.g., AC-3 block 712) to decode the video and 
audio content of digital broadcast signal 570. Graphics block 
550 processes the audio and video information received 
from A/V decode block 540. Central processing unit 560 
contains a processor (e.g., CPU core 730) and memory (e.g., 
instruction cache 720) for processing information and 
instructions used by intelligent transceiver 450. 

FIG. 8 is a flowchart of the steps in a process 800 for 
sending and receiving digital signals over a bi-directional 
digital broadcast system (e.g., system 400 of FIG. 4) using 
an intelligent transceiver (e.g., transceiver 450 of FIGS. 5A, 
5B and 7) in accordance with one embodiment of the present 45 
invention. In the,present embodiment, process 800 is imple- 
mented as program instructions that are stored in memory 
and executed by a processor (e.g., CPU core 630 of FIG. 6) 
of transceiver 450. It is appreciated that process 800 may. be 
utilized in devices other than transceiver 450. 

In step 810 of FIG. 8, in-band digital signals containing 
audio/video content are transmitted from broadcast system' 
400 (FIG. 4) and received by transceiver 450 via in-band 
tuner 605 (FIG. 6). The signal can then be demodulated, 
decoded and processed so that it can be displayed and/or 55 
listened to using a television set, a computer system, or the 
like. 

In step 820 of FIG. 8, a scramble key is transmitted by 
broadcast system 400 and received by transceiver 450 via 
cable modem 640 and second tuner 650 (FIG. 6). In the go 
present embodiment, the scramble key is communicated 
over the World Wide Web using Internet Protocol. The 
scramble key can used by transceiver 450 to descramble a 
scrambled digital signal, such as the in-band digital signal 
containing AA'^ content, when that signal is scrambled. 65 

In step 825 of FIG. 8, service information (such as 
information used to generate and update an electronic pro- 
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gramming guide) can be transmitted by broadcast system 
4(N) either using in-band digital signals or over the Internet 
using, for example, Internet Protocol. 

In step 830, if the service information is transmitted over 
the Internet, then it is received by transceiver 450 via cable 
modem 640 and second tuner 650 (FIG. 6). The service 
information can be decoded (if it. is compressed), then 
processed so that it can be displayed using a television set, 
a computer system, or the like. 

In step 840, if the service information is transmitted in an 
in-band digital signal, then it is received by transceiver 450 
via in-band tuner 605 (FIG. 6). The service infonnation can 
be decoded (if it is compressed), then processed so that it can 
be displayed using a television set, a computer system, or the 
like. 

In summary, in accordance with the present invention, an 
out-of-band signal is not used to send the service informa- 
tion (EPG information) and the scramble key from broadcast 
system 400 to set-top boxes 450fl, 450^?, 450c, 450d and 
450e (FIG. 4). Instead, the scramble key is sent from 
broadcast system 400 over the Internet (World Wide Web). 
In one embodiment, the service information is also sent over 
the Internet. In another embodiment, the service information 
is sent using io-band downstream digital signals. AA'^ con- 
tent is also sent using in-band downstream digital signals. 
By eliminating the out-of-band signal, the complexity of a 
broadcast system architecture can be reduced in accordance 
with the present invention, reducing associated costs for the 
MSO and ultimately for the consumer. Set-top box designs 
can also be simplified by removing the out-of-band tuner, 
further reducing consumer costs by reducing development 
and manufacturing costs for the set- top box manufacturer. 

Thus, the present invention provides an apparatus and 
method thereof that can reduce the costs of a set-top box and 
a broadcast system, in particular those costs associated with 
supporting the use of in-band signals, out-of-band signals 
and IP data packets, while continuing to provide the audio/ 
video content, service information, scramble key, and Inter- 
net access currently provided by the in-band signals, out- 
of-band signals and IP data packets. 

The preferred embodiment of the present invention, 
improved Intcmet set-top box having an in-band tuner and 
cable modem, is thus described. While the present invention 
has been described in particular embodiments, it should be 
appreciated that the present invention should not be con- 
strued as limited by such embodiments, but rather construed 
according to the below claims. 

What is claimed is: 

1. An intelligent transceiver comprising: 
a bus; 

a modular front-end block coupled to said bus, said 
modular front-end block comprising: 
an in-band tuner adapted to receive from a digital 
broadcast system in-band digital signals comprising 
audio content and video content; and 
a second tuner for receiving digital signals via the 
Internet, wherein digital signals received via said 
second tuner comprise a scramble key used in 
descrambling a scrambled digital signal; 
a modular conditional access block coupled to said bus, 
said modular conditional access block adapted to 
descramble said scrambled digital signal; and 
a plurality of other modular functional blocks coupled to 
said bus, said other modular functional blocks com- 
prising a central processing unit and functional xmiis 
adapted to decode said audio and video content and to 
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generate an output audioA'ideo signal for rendering on 
a display device; wherein said in-band tuner and said 
second tuner communicate with said other modular 
functional blodcs via said bus using a shared bus 
interface and bypassing said modular conditional 5 
access block. 

2. The intelligent transceiver of claim 1 wherein said 
in-band digital signals received by said in-band tuner further 
comprise service information used to generate an electronic 
programming guide. 

3. The inteUigent transceiver of claim 1 wherein said 
modular front-end block further comprises a cable modem 
coupled to said second tuner, wherein said digital signals 
received via the Internet are received by said second tuner 
via said cable modem and wherein said digital signals 
received by said cable modem further comprise service 
information used to generate an electronic programming 
guide. 

4. The intelligent transceiver of claim 3 wherein said 
service information and said scramble key are communi- 
cated using Internet Protocol over the World Wide Web. '^^ 

5. The intelligent transceiver of claim 3 wherein said 
modxilar front-end block is further adapted to send an 
authentication signal to said digital broadcast system, said 
authentication signal for indicating that said intelUgenl 
transceiver is authorized to receive said scramble key. 

6. The inteUigent transceiver of claim 3 wherein said 
modular front-end block is further adapted to send billing 
information to said digital broadcast system. 

7. The intelligent transceiver of claim 1 further compris- 
ing: 30 

an input/output device for sending and receiving digital 
signals via a telephone connection. 

8. A bi-directional digital broadcast system comprising: 
a bus; 

a modular front-end block coupled to said bus, said 
modular front-end block comprising: 
an in-band tuner for receiving in-band digital signals 

comprising scrambled audio content and scrambled 

video content; 
a second tuner, and 

a cable modem coupled to said second tuner, wherein 
said second tuner is for receiving digital signals from 
the Internet via said cable modem, wherem digital 
signals received via said second tuner comprise a 
scramble key used in descrambling a scrambled 
digital signal; 

a descrambler coupled to said bus, said descrambler for 
descrambling said scrambled audio content and said 
scrambled video content, said descrambler for imple- 
menting said scramble key; 

a decoder coupled to said bus, said decoder for decoding 
audio and video content; 

an audio and video processing block coupled to said bus, 
said audio and video processing block for generating 55 
audio and video that are output to a display device; and 

a central processing unit coupled to said bus; wherein said 
in-band tuner and said second tuner communicate with 
said decoder, said audio and video processing block 
and said central processing unit over said bus and a 60 
shared bus interface, bypassing said descrambler. 

9. The bi-directional digital broadcast system of claim 8 
wherein said in-band digital signals received by said in-band 
tuner further comprise service information used to generate 

an electronic programming guide. 65 

10. The bi-directional digital broadcast system of claim 8 
wherein said digital signals received via said cable modem 
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further comprise service information used to generate an 
electronic programcoing guide. 

11. The bi-directional digital broadcast system of claim 10 
wherein said service information and said scramble key are 
communicated using Internet Protocol over the World Wide 
Web. 

12. The bi-directional digital broadcast system of claim 8 
wherein said modular front-end block further comprises an 
input/output device for receiving and sending digital signals 
via a telephone connection. 

13. The bi-directional digital broadcast system of claim 8 
wherein an authentication signal is sent by said modular 
front-end block, said authentication signal for indicating 
said modular front-end block is authorized to receive said 
scramble key. 

14. The bi-directional digital broadcast system of claim 8 
wherein billing information is sent by said modular front- 
end block. 

15. An intelligent transceiver comprising: 
a bus; 

a modular front-end block coupled to said bus, said 
modular front-end block comprising: 
an in-band tuner; and 
a second tuner; 

a modular conditional access block coupled to said bus, 
said modular conditional access block adapted to 
descramble a scrambled digital signal; and 

a plurality of other modular functional blocks coupled to 
said bus, said other modular functional blocks com- 
prising a central processing unit and functional units 
adapted to decode audio and video content and to 
generate an output audioMdeo signal for rendering on 
a display device; wherein said in-band tuner and said 
second tuner communicate with said other modular 
functional blocks via said bus using a shared bus 
interface and bypassing said modular conditional 
access block; wherein said intelligent transceiver 
executes a method for receiving digital signals within a 
bi-directional digital broadcast system, said method 
comprising the steps of: 

a) receiving in-band digital signals comprising 
scrambled audio and video content, said step a) 
performed by said in-band tuner; and 

b) receiving a digital scramble key via the Internet 
using said second tuner coupled to a cable modem of 
said intelligent transceiver, said digital scramble key 
used in descrambling a scrambled digital signal. 

16. The intelligent transceiver of claim 15 wherein said 
step a) of said method further comprises the step of: 

al) receiving service information at said in-band tuner, 
said service information used to generate an electronic 
programming guide. 

17. The intelligent transceiver of claim 15 wherein said 
step b) of said method further comprises the step of: 

bl) receiving service information at said second tuner via 
said cable modem, said service information used to 
generate an electronic programming guide. 

18. The intelligent U'ansceiver of claim 17 wherein said 
step bl) of said method comprises: 

communicating said service information and said digital 
scramble key using Internet Protocol over the World 
Wide Web. 

19. The intelligent transceiver of claim 15 wherein said 
method further comprises the step of: 

c) receiving and sending digital signals via a telephone 
connection using an input/output device of said intel- 
ligent transceiver. 
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20. The intelligent transceiver of claim 15 wherein said 
method further comprises the step of: 

d) sending an authentication signal from said intelligent 
transceiver, said authentication signal for indicating 
said intelligent transceiver is authorized to receive said ^ 
digital scramble key. 

21. The intelligent transceiver of claim 15 wherein said 
method further comprises the step of: 

e) sending billing information from said intelligent trans- 



22, The intelligent transceiver of claim 18 wherein said 
method further comprises the steps of: 

f) descrambling said scrambled audio and video content; 

g) decoding output of said descrambler using a decoder; 
and 

h) rendering output of said decoder for display on a 
display device. 
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